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1
Decision/action requested

This contribution proposes a way of resolving the editor’s notes in the EN-DC clause of TS 33.401
2
References

[1]
TS 33.501 v15.0.0
[2]
TS 33.401 v15.3.0
3
Rationale

There are two remaining editor’s notes in the EN-DC clause of TS 33.401. These editor’s notes refer to the ciphering and integrity algorithms and the KDF for the keys to use in these security algorithms between the UE and SgNB. The purpose of those editor’s notes was to capture that the technical specification of these aspects would also probably happen (and indeed has happened) in TS 33.501 as well and at some point in the future TS 33.401 may be made to refer to TS 33.501 for these aspects.
The purpose of this contribution is for SA3 to agree a way to resolve these editor’s notes so CRs can be brought to the next meeting. Firstly, we address the one in the subclasue E.3.10.1 that relates to the ciphering and integrity algorithm description. The full description of NEA1 etc is now covered in Annex D of TS 33.501 and while they are the same as the EEA1 etc algorithms, it seems preferable to refer to this part of TS 33.501. At the same time, it seems helpful to keep the description that NEA1 is the same as EEA1, so it is proposed that the text in subclause E.3.10.1 is changed as follows (in addition to deletion of the editor note):
“…………..

The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms described in Annex D of TS 33.501 [xx]
128-NEA0 (which is the same as EEA0) for both RRC and UP confidentiality

………..”

with the same changes made for the other algorithm descriptions.

For the key derivation description, it is wrong to have the same KDF described in two specifications so it is proposed to make the following changes to that subclause:
“………….

When deriving ciphering and integrity keys from S-KgNB in the SgNB and UE, the UE and SgNB shall use the KDF given in Annex A.8 of TS 33.501 with S-KgNB as the input key.
REST OF SUBCLAUSE DELETED”

The full proposed changes are given below.
Of course, a CR to TS 33.220 is also needed to assign FC=0x69 to TS 33.501 along with many FC values.
4
Detailed proposal

The following are the proposed changes for the EN-DC clauses. It is proposed that SA3 endorse these changes as the way forward, so CRs can be created to implement the changes. 
**** START OF CHANGES ****

A.19
Key derivation function for key used in algorithms between UE and SgNB 


When deriving ciphering and integrity keys from S-KgNB in the SgNB and UE, the parametersUE and SgNB shall use the KDF given in Annex A.8 of TS 33.501 with S-KgNB as the input key.







	
	

	
	

	
	

	
	








**** NEXT CHANGES ****

E.3.10.1
General


The ciphering protection shall be applied between the UE and gNB at the PDCP layer. The integrity protection shall be applied to the SRB between the UE and gNB at the PDCP layer.

The inputs to the integrity and ciphering algorithms are the same as the input for the algorithms in LTE. Both the UE and SgNB shall support the following algorithms described in Annex D of TS 33.501 [xx]
NEA0 (which is the same as EEA0) for both RRC and UP confidentiality

128- NEA1 (which is the same as 128-EEA1) for both RRC and UP confidentiality

128-NEA2 (which is the same as 128-EEA2) for both RRC and UP confidentiality

128-NIA1 (which is the same as 128-EIA1) for RRC integrity protection

128-NIA2 (which is the same as 128-EIA2) for RRC integrity protection

Both the UE and SgNB may support the following algorithms described in Annex D of TS 33.501 [xx]
128-NEA3 (which is the same as 128-EEA3) for both RRC and UP confidentiality

128-NIA3 (which is the same as 128-EIA3) for RRC integrity protection 

The UE and SgNB shall not use NIA0 (which is the same as EIA0) between the UE and SgNB.

NOTE 1: 
UP integrity algorithms are supported by 5G-CN capable UEs but are not used when the UEs are accessing EPC. 
NOTE 2: 
The UP integrity protection is not activated in SgNB when connected to EPC. The UE that can only access the EPC, and the SgNB that is only connected to EPC does not need to support UP integrity algorithms.  
**** END OF CHANGES ****

